LINE WORKS

o

Security System
Guide

TF21VFASRAFTLBT R

VER.4.1.0

lineworksmobile.com



T 1 1

ISO/IEC27001, 27017, 27018 ...eoeeeeeieeieeeeeeeeeeeeeeeeeeeeeeaeeeeaaeteaaas e atateeeesaaesaesssssssssssssnssssnnes 1
SOC2/SOC 3 (SYSTIUSL) +vvvvvvrvrerrrrresereeeeeeesssssessssssessesessseessessesesssssessssessssssssssssssssssssnsnssnnes 1
AV T IV AT ADE T A T A it e s e 2
S e e A PPt 2
TP T A= AT ADM AN 2
e el LD I e 2
B el 0 el 2
e L i PR 2
o T A - T 1l 1 3
Ui 1 7 S s s /0 SO 3
AW &y Rl S N B O =l =5 = p 1= TR 3
P2 e G o O A -3 [ 3
ID/INZAT — REESRBFICH T BARATRIE [EXVN=FTFR] oo, 4
[l S & -3 k| R =T T = OSSP POSPRPPPPPPRPPIR 5
T AR RO G R R BB ERE] . ..o 5
THYOY F—BHEIE [BIBERAE] ... 5
T DR B I B B RERE] .. i e 6
P 01 A = =T T = 6
Ea) =2 B o = =y - = ST 7
L i1 I 8
ey m R A T = = PRSPPI 8
P %0}t Y I & il ) B AU 9
Drive RUS—/EZRUDYT [BIEEBREE] ..o, 10
F=ORUS =B R VT BB .. 10
e AN (170 = e L I 11
EIRT /N R BT (MDM) (B IR B AL .. e e e e 11
IR = ROY T B B ... i e 11
T =D R - BB (B BB HEAE] ..o 12
Z7AIIDT Yy TO—=RHIBR [BEERERE] ..o 12
TE R RO O =R (B R B R .ot 12
Dl L e L I e R 13
DAL ZAX =)L« ZINLRXR=)LTFEE  [BAKEEE] ..o 13
el N e o = 5 =3y T = PP PPPUPPPPPRRRt 13
RIER XA UEREE (DKIM) B B RERE] oo 14
D E LA L [EREEBE ] . 14
NABZEX—ILOER - UV IRTHIR [BEEBE] 15
IP7RLRICKBZIEHT/HET [BIBBHAE] ..., 15
HAX=ILDOEF2 )T LRIL/EHEAREE [BEEBEE]......ooos 15
TiarD Gl I P & | B =% - =] PP PRPPPPPPRRRPRY 16
e S R B ) A el s 1= PSR UPPPPRRPPORt 16

bt I VA = Rl B 7 At Pl o 1 5=l T 16



| ERERSTOES

LINE WORKS #—E R F, B ABERENRITONTUTOEBRTIAEZIIS L. Z2ICEAINTULET,

ISO/IEC27001, 27017, 27018
153 B E D4 (Confidential), SE2 4 (Integrity). RIF4E(Availability) Z (R - EMHIFT DV AT LD
WAL D=, EBIZEEEE (1SO) PHIELABREF 2T 4 - XV XY MR TF LICET 2EHER
wThlY) ., BRLICBIT2HEEANABRIILUTTH B,

ISO/IEC27001
BABOBRELF1UT 4 - IRV AV NV RT LEEZEDIET 5720 DERKBFIE

ISO/IEC27017
5 RAVEA—T A4 VI —ERDEREF 1) T AT A Y MEEIOEED/-HDIRE

ISO/IEC27018
79 RAVEL—TA VI —ERD, T—% (AANSHREED) FREHFHEHOEERDI-DDRE

RITY Mg FRVICE ¢ WACY

& g, Os a o sac.%
5 % 9 -
5 g &
S e @ r—
"{;yLDNv-Gl_,,.52,:< \&:mv GI) &)NV-GI)

N o

ISO/IEC 27001 ISO/IEC 27017 ISQ/IEC 27018
S0OC2/S0OC 3 (SysTrust)

BRYRATLOEBEEICOVWTRARSHEINRIEEZEZ D ICHY) . KELRRESHEHE L HFEHHE
HEBENESTRETHY ., BRICBEWLWTH, Elﬁi\\uféﬁﬂz% bﬁ%m%mﬂ# S
B EMEEL TV D, RRE~DOEMMEICDOWT, ANEETHEICL2EETZBL TRIIL., ZEEES
TARCHTIHERICOAGEEND,

SysTrust DRI TIE. UT D4 DDORERANICES LT, Y RTLOEEMZRAET 5,

"% (Availability) /&£ (Security) /5E2M (Integrity) /#¥#5%E (Maintainability)

AICPA) ;

SOC

aicpa.org/soc4so




752 RAFLDEF2) T+
F—Rt—

7o) T1— AT LOTAN

LINEWORKS 7 — &t > X —li, BHFOVELF 21U T4 %2HA.
HMETEDHABRKEZORRICHMRABIBRELREY L, Y RTLEBRERALTWET,

Fro, ZERBEICL DT —RREICTREIINy Ty 72700\, BERRIEZBRELI-EVLNLOE
WEE AT LET—7A—ICTH—ERERHELTVET,

MEExa)Ta
T—REyZ—DHAIL, BDERNMNEOABICOAFAINTEY, RIARZ Y 7UNDT -2 X —
ANDILBAYNIF—VIFFAILTHEY A,
Fio, ERAT IR, FERAEROHFBRHLEEEEREIDDAA, T—ER=—ZADT 712 BIIERAR
EBIZRAR Yy 7ORT VL RAREEREICRESINTE Y, BRANBOEICIE. ThoosRB, B B
LR yO—FOLTH/RHEETZTHE>TWET,

H—EXXTL

BERE*a1UTr

Y—EZXDA 7T, ooy a—v—mIFT—EREENEELZIRIBTERINTE Y,
t¢1U74¥Wx&v7 &2 24xT DIEET, 366 HIRTDT I/ REEZZY VI LTWET,
TINEALTD T AIINZEE, LY RICEDBLILT 2 THRERNLT ALY TIEHHA AL
DoS-DDoS WE(IIREBINAZNLLALDER D BRHEEIN. tF 212U T4 U R IZEBIL7ZHEITIE.
ZNO OO, XIb, F-ZOBHEBIEICATZIERET EHNELAEE L OFEEZTRICIT>TVWET,

BB, VATFTLOEETIE, SQL A ¥ v ay, JARYA FRVUTTF 47 (XSS), 7 ARY A
PUSZITZRb74—2 2 U(CSRR)EDEHEE. RiE- £y > a v EBEORBEICHT LR T R, &
SICEROEF 2 U 7420y —LE2BW-EBRZE, Fxv /U MRV EFEIRZHAZILITL TE
L. ButEFa2 T4 LNILOHFICROTWET,



| a7 EEEDREN
VA TR

INZAT—RR)S—DHRE [Emsigs: €X2UF4 > THYY MER

FEF I AHR TEHRImRA R

BXAYN—DLINEWORKS H—EZXAOJ AV T3BD/INAT—FRiZ. #EECEMHARR L.
BLEDEX VTR =R THRENATRETT,

NZRT— ROER FHEHTF

FHEBTF LR FOEAsEDE
NZAT—RORT 8~20 XF
INZT— R OB RHAR #IRR%4 L. 30 H. 60 H. 90 H. 180 H. 365 H

INAT—ROBERZELE HIBRZ L«
RIAFEST2NZAT— R 1L EAXTERARA (1~5 B TRETLE)

01 U RBED $IR7 L
FhYY h—EELE IEEFETERLIIBE, THYY Fe—BEL (3~10 BITRETL)
2 ERPEEREEOIT A > [2x>N—HE] BARE > 2 RERE

FEPIEANR TEHRIERNR #5k - WENR

LINEWORKS H—EZADOT A VIC. EBBSELIFBEAX—I T RL A% FE o7 2 RIS RET
Y, EEEEIAEEOAN—FEBZ WA 13 MBI HSRELET,

04 >®E
2EPEEREE (2-step verification) (2 == == A = _»
4 2ERREEREE DRI E R B L T 2SN,
LIS RN LT B REDTA SR RBES ST BAX LT KL &> 1= 2B
O HIR - %>/ (—HBRIICiER BEEBDET,
BAX=)LT7 RLR naoyuki.hashikawa @XXXXXXXX.XXXXX
HHES +81 070-0000-0000
2ERPEERGE ez
2EAMELELE () «

EEBSFLEAA LT RLRZE D T2RREERE O 1> UET, EEDRGE



AVIN—DINRA T — REE [E1REMAE AYn— > Ayl > eXa YT ARE

BAYN—DNZRT—Fid. EEBEICEDEERARTY. (BAYN—DRELI/NRT— FIIEEFRT)
NRT— FERP TN RABROMERFDIZEICEH. THU Y MZEL - HIRTEZI <. RETVIE
ADV RV ZERBRTEET,

NRD—REE

BHIEE EEEER

Y2 TN A 102 ADHFHUWRAD—REAALTLZE
(AN

ID/JSRAD— FEEETB L. SABACTATOY L5097 T
=N, BOJA > (CIEBEDID/)(ZD— REBRETY,

ID/INRT — FRESRBFICH 1T B AANGREE [@X > N—%g] A74> > ID-*27 - FORE

FZHICEBFRERID - NRT—REEDOUZXIFMEL LT, LINEWORKS ADOJ > ID+ /XX T—
REENIBEORBIERTIE. REABESZRAVICEABEZRALTVWET,
REIESIIAYN—FBRELTERINTULBZEFEES. DLLBA-IITRFLATOHZIWHEFETT,

N2 — R DFER

INAT7— R DR
ELWABEANT B L,
RAD—REBRET I LA TEXT,

1079 : LINE WORKSOREHES T
7.
© WERSTHE -------------- > E‘

BAA—LTHE —---—-——————~ =
E LINE WORKS

Fhoyh SEFESIE [0149] TY,

id@company.com ##: 3 id@group
BHES

o v |81 ()ELT BFOBAN

SRS w k(g



IP 7 R L XEGHIR (mmsmuss EXaUF4 > Ry bT—HEE

—

PChR7 FVU. &7I3 T ZUHZERA LT LINEWORKS Y —EXADT7IER, LU Drive T/ X 70O
—S—DoDTIVERAZREDIP T RLADAHICHIRLET,

FZBICEBRETIELRBE. ARBEHERDSDY—EZXANDT IR ZREITSHIET, £Fall7a
VDROZEBRTEET. (ENTIRTTUDSDT I RIIHIROFRATT )

7o ZIPHIIR ~
FTARTOIPHBOT It 2 %]
0 EELEIPh D 747tz 2% 8]

+ LINE WORKS® Stk t— X, PCIRZSY, DriveIZ7A00—S—, POP3/SMTP, IMAP/SMTP, CalDAVICEREH. [SHBEA—)L1
ViR— ] BEEEHRATER<ADET, F/UIUR LINE WORKSFZT U, IPCENSY 7o RalkETY,

- FEEULEY-EXBRORED(C, SEEEFEECE#ILINE WORKSH—ER[CFIEATd &N TEET,

IPEf(dIPH = A D =31
7Ot ZARR DR L RFIRRARIR (mmEigse) AY5= > AN > T RRRS

——

BAYN=IC& 390 BRD7 72 AR A ZERICHETE X9, EEENBHNICERZEFIZ LD
BRERTcH. ABHSDRET IEZAP. HATODS v F—IT DERICHEMTI,

FPOCRRR X

FATICTHER ~ EFOBOOI S BE

FoURES FoUREE AEIPT FLZ) =

09-03 13:11 Edge / Windows  Unknown (192.184.XX.XX) ag7o I

09-02 13:46 gg'” VEZTV ] 3ppaN (121115 XX.XX) sk

09-02 13:39 Edge / Windows  Unknown (192.184.XX.XX) og7o~
TN B yrim = s
7hoy k—HK 5 [EIEERLEE] AYN— > AyN—IER > Z0ft

BER)O—ITR> TRERZEICIE. THUY FO—FHMEILHDAIEETT,

—BFIELETH?

M —EIE LI ) (- [FLINE WORKSOY —E 2%
DsEFIRTER<BDFT.

AN—OF AT FET —FEHBENT. [
BIEOBERINS —BELERETEET.

=



77VDMBEL [(EmEme A¥si= > Ay > xofk

FEFIERAFR AR R o - B

BEA 2 /N—D LINEWORKS PCHR/ENAILIRT FUDRBZEFLELE T, TSIVTMISDT I ERIF
AIRERTc®. IWARDMRFTT TUDSDT I/ ELADAHTOY I LIWESICEM T,

o |

T771ILEIR [=mEss €F¥2YF4 > 774 EFaUTq

=2/ — BT/ A—=IL/AL VS —[Drive/ 7 47— b TERASTNZ 7 7N ILEREZHRTE XY,
HERFIC K BHIRDARER =D v F—ITICE BT T T OIBPFETOT S L2 ST RREMDLH S
RITI7I7MILNDEZRBFELEZEMLEL. EFa VT VRXIZEBRLET,

(FBREDFRBEREICEADST. VAIILAZXF v VIFIRTOY—ERICH LIEETITADNATUVET, )

HIRHFO 77 IR
BT BH— X
SR/ S — b h—%
ALY~ (F-LI—T FE)
"] Drive (F—L/IL—T TAILE)
| FRT (IN—TFRL)

O 7>a—hk

FIRT IET (7
TP IVERFIRR. BCETIFAIIFCEBVINIIT/ O I ABSORLCERATY. H#ULLES

‘comH s H vbs H wsfH hta Hbat/cmdHcpl/dll/ocxHexe/scr‘

HisRFEAD =l



FMEBARR [(zEmsuse

FaVT4

FEFIERAFR AR R

o - B

LINEWORKS ZFIAL TWBA XY N—DT/NA RER. AT TVDON-2a VR EZERBTEEI,
SRHTHFAL TWERWERICEZOT 1 Y OESEY. 77VD7 Yy 77— BB AIRR D,
tFaVTAVRIVICED B ERAOEEZHETETET,

E)AIL PC

BE0AMAICZIEALZE/ ML TIAR 2

T4 A-Vendor ID 0s
iPhone 11 .
i05 13.6.1

58924F-xxxxxxxx-545421--
iPhone XS 05 13.6
TTFEW 1-xxxxxxxx-874588 -
PAR-LX9 =&

= Android 9

5¢ 8947984 5xxxx

A2 AL=IBHPTY

w B/IAIILPTU 292 =5

w EJSAIILTFTU 2.8.6

Ty I — bGE

w E)AIIL7TU 285

Ty T

1-Y-

) =4
naoyuki.h@worksmobile.com

ESluESE]
hidemichi.n@worksmobile.com

KFEF
sonoko.mizuhira@worksmobile.com

Ao O0-k

BR7UER L

2020-09-03 11:03:05

2020-08-18 11:04:56

2020-08-18 15:26:16



B/ E= XY

BEE/O0U HaE

FEF IZAFR TR R RRERR o - BHXHR

[EIREEE

BEE/OJBEICK > TEREEE CTORE. BIUAIN—ICLB3BEY—EXOFRBICOVTERTEX
T ZIRMFRBOER. AE. AUN—FBRENZS 1O, FELEEPHAOKLEICEMN T,

EREEm
2021.11. 29 - 2022.05.27 - Tokyo (GMT +09:00)
AR IR BE BIEAE A=
HmR o = HETRE .
hidemichi.nomachi-+
s
(S A B% R .
hidemichi.nomachi
v o = HETRE .
hidemichi.nomachi-+
s
P mlh % FEEE .
hidemichi.nomachi
s A = HERE

hidemichi.nomachi-+

BE

2022-05-27
16:22:41

2022-05-27
16:22:32

2022-05-27
16:22:32

2022-05-27
16:22:30

2022-05-27
16:22:26

EE/OJREICL > THETIZIABTRUTOEEDTT,

EEEEE

1BTIR

k=2

X=JL
ALVA—
7 R L Rk

Drive

BEE®E

F—L[TIN—T7
FILED/—k

FYTL—h

P77 RLR

126.89.212.35

126.89.212.35

126.89.212.35

126.89.212.35

126.89.212.35

H—EX51T

TSIHR/E
NIRRT T
U

TSOYRE
JAIURTT
B

TSIHR/E
NIRRT T
U

TSOHRE
JNAIURT T
B

TSHiR/E
INAIURT T
U

EREEEICEITEIINTDRRIBREEBELIEA Y N—ZRELET,

BTRRICE T 31T, RBE. HIRBRECOBREZRTLE I,

Ao O—R

SR -

H—ER

TF T
- RIS

ENAILRR/PC W7 TV « TS UHRRTROED Shic b— I B LUVERE - ETTER
DEEZRTLET,

A=ICHITBEREREZRTLET,

ALVA—ICBITBFEDER. EE. BIRREDBEZRTLET,

TELRRICEITZBEHRBRBEDEEZRTLE T,

Drive ICHITZ 7y 7O—F. 4U>O—F., BHIRBEDREZRTLET,
BRUICHITBEM. ELE. =T, HIRBREDEEZRTLEY,

T — MIBITBE. RE. BIRB L OBEZRTLET,

F—2ICBI3BE/ETABEDOREZRRLET,

BEHEBICET3EMELHBAREZRTLE T,

F—L/TN=TI7FNED/— FIHITBRE. RE. HIFGEOBEZRTLET,

b—2. /—b. BRRTEASNLET Y TL— FOBEZRTLET,



Developer
Developer Console TOREEEZRRLF T,

Console

m b 7 ENAIER/PCIRT ZY « TSUHMRY—EIAOOT 1 VBEZRRLET,
BY—ERIHBITBZT77MILOAY > O— FBEEZRTLEY,

Z7AIL ¥ TEFXaUTFo>T770IEE) T I771loduy>rO—-FOY) Z [EA] IC8&

ELEBEDH

X=)LDZEZERV—/FEZRI VYT [(zEsius E=2YVYT

AVN=ICEBRR—IIDOEZEICH LT, RUS—Z2RBELTAIILEU Y IHAIRETT,
BEEHIA-INDORETOVIP. BRRRICEDLZ I 7MILOEEL T INEV VI TEET,

RUS—%
LINE WORKS

suRE A—J)LBERVS—ICKDE=SFVU>
OTUTHhEIMENELUE.

EZAUS TR A —DEDR(E
SHEhS0RE
A—)L BERUS — 20RMFCHET IR —ILABAENE L.

REE 2 BE RERR
2022-05-31 PM 06:35 (GMT +09:00)

12T I AU BE
ST 1% >0 S EETF RLR

mitsuhiro.suzuki@worksmobile.com

M7 TP AN EA—WEE=HUD
BEXT RLR
ikkei.nakajyo@worksmobile.com
ROTAE
#&
EITHE BEIES - KA000000K
BIEUEFFICRYTHA—ILETOY I URELFBA. RUS—%
XXKXHXXKXK
2HE
AN =

XXXXXXXXXX

WHEENICTD


https://admin.worksmobile.com/security/file

Drive KU —/EZHVUDYT [smeiss

E=4YVY

XY N\N—0 Drive FIBICH LT, RUS—ERELE=ZRUVIHAIETT,
TXaVFTAVRIDHBZ T 7IINDREREEENTEET,

RUS—%
RUEHE
e O JPILER 7
1 GBELE
TP (2
DASFIVITANEIUY 5
A~ wE
SEFMAREORE
R 2022. 06. 03 AR L
GABI—> #5, HA (GMT+09:00) -
SEAIERE
) U5 wiE
R wE

=RV —|BZRYDYT [mmEiss

AYN=D r=IFRBICFLT, RUP—%RELE=

LINE WORKS

DriveiRUS—([CKBDEZHAUITUTFT
hEmMEnE LR,

DriverRU = — 1DRHFICHET 3T 7 1ILIRIIENE LTz,

a8

2022. 06. 01. 4% 02:29 (GMT+09:00)
a-v—

ikkei.nakajyo@worksmobile.com

IPAN/TANIE
XXXXXXXXXX

IFANBAX
£341.2KB

IrANDlE
/XXXX
RUS—@%
DriveRU>—1
RUS—%&
XXXXXXXXXX

=224

21) D JHEEET T,

NAEREHE TOBRRROEEN TEX T FL MR L—2ICEIFZ AV TSI TV RBEEBICHDEMNTI,

RUS—%

SHEE

EHUSIOH%K AU C=ADE(E

SHEBADIRE

B
o
%
L]

)

BEE 2 W

ASFIVIANIUY

&
A

BT 7 AL BE

BotDh—2 Bot) b= v

SEAEE
AR 1RSI e %

HA—JLTHAN (2

&
i

h—=2TilH (7

B
i

LINE WORKS

r—=ORUS—[CLBIEZHVUSIT
BUFhREsIEnE U,

h—=RUS —1DRMFCERLE TS b— oM BHIEnFE LR,

EZHVUOmE

2022-05-31 PM 06:23 (GMT +09:00) ~ 2022-05-31 PM 07:23 (GM
T +09:00)

BAENE 08

4

RUS—%&
XXXXXXXXXX

-]
XXXXXXXXXX




ENTILEX2Y T+

— —t

ZBET /N XAEIE(MDM) [mmEigs: ex2UT 4 >EAAVER

FEFIERAFR AR R o - B

FBHICTNA RBRINTENTILEKRDOERZIZRE THIRR « #1H{E TE % LINE WORKS MDM &. 4 EB
MDM & E# L i0S/Android for Work/Android Enterprise XfIGiwARD 5 D —E X FIB % BEIE T I S0
MDM EHEDFIATE XY,
ENATIERDMEADTIER. FREAREIBEADSDT I RIS L S BRBEDOPHLLICHEMN T,

E/NAILF) A XEE (MDM) SEBMDMERE 7o FrotL

LINE WORKS MDM SHEBMDMES (7

BHCTD a

MO RAA>THO hTOOTA > EFIRTS (2

BISEE O >
Configuration Key [LineworksAuthCode] &¥4TU7zKey ValuedfEz, &Ei%9 39HEBMDMMDApp ConfigurationtsE THEL T 2
V. SHEIMDMIEISNIL T 25 —
Configuration LineworksAuthCode
Key
Value Type String
Key Value O EEERL EEAD
XGVBPf41Vjij6pO Y BRI
1SXFOEF(ANF - INIFES). FBHEFEADLTIZZN,
O W
—_ w7 s 5 AN
I\X: l\l:l V4 [EIE%%%] tXxaVUTFq4 >SENSILER

ENCILERTZ ZUHDSOFABICKHLTNANXI—-ROYIOEE., NXO—KRDOEDT.
ASEHFRERELFE T,
AVN=UNDE=FBICEDENTILDSDIREEBLETEEXT,

RAw RZIA-KOyIRE
JRI—-rOvo e

7% h Naoyuki ..(naoyuki.hashikawa@partner-
o . PIN console-d..) DPINEAA LT K& L,
JZ30— rOw 20ER ZAH

BELLWPINEAR

O A - £ \—(C)(RO—- ROV IZMEBICT S
R - A —HYERIISERT B

AV S B

O st
F: D
scre b
1 2 3
O el 1 2 3
2 5 6 4 5 6
7
7 8 9 & ?
0



TF—RDRTF - SR [sEsws EX2UTF4 >ENAVER

BY—ERADT—RZENTIIERDSHETESHEZRELE T,
HEADT 7ILOF vy a7 —REEBNICEIRINS O T —REEICE T3 RN ZRTDET,

T —H DI - BEESAR (2

HIPRAR L
BA3EADT —YDIHEE

BR7BUAOT —SDOHEE
BER30BUADTF —SDHEE

T7714ILO7y70O—FHIE [(mmsus: wF2YTA >T 7 A NER

ENAIIHERTRIFLTWEB 7 72 —ERRICT Yy TO—RTERWVWELSRELF T, Yo7
BEBBDHBZT7AIILT—2DHE) AV ZERLET,

TFAMDOE—FIR [(sEsgss EE2UTFA >ENANEE

BRI RREHR #k - BER

BY—ERRDTF X MERZ ENAIIHERD T )y TR—RICOE-—TELBVELSRELE T, FLER
BIREFCIRROREED ) RV ZEBTETEXT,



X=IJLe¥*al)r+«
JAIZARX=)L « ZINLAX—=ILIE [

— D

LINE WORKS Tl3. #ZiEM - LREOABTZICA—IP, - -0OEREEZBENL LILEBEEDOH S
A=), FLREBORELBCESNTLBLEEX-LRBYE, REX—)L. ANLA-ILICHGEINB X
—JLICH L TERNERZIToTED. X—LFAENMREICEATES Y —EXDRBICEHTVET,

Flcw KBA-LZRELIEED. CORIBRCREETOREFOAN-—BETHEICTXET,

BIA) | KR 8~ U=~ zoft ~

EBA—NETHRET D
EIRUT X — LB A — B EEREL T RSN,

@ FIA—)VUCED O TR(CHIR

BRUEA—ILT RLRZZEEET S
(0 18l / 1000 &)

O ERUEA—)LT RLAD SBUEBHFD A —ILESDE TEB
X—jLEUTIE

X KB —LOWEHE TE. 2D ITELTIFRVERT ELANSD
A—JUEEBZA L& LTIEENE R Ae

—ILELTREZHEA—ILE. EIA—II1 THRICHRINET,
B A—JUHEIETEER A,
URX=ILT BLANBEWEX =)L, REA—LT A B

X BEIEE
#;anxd.

O RELSFRRLZ Fvoul n

ZEF—FMITAERTE [SEE8E FoER > A— > EBERE

A=ILDEEXTAINEIVT, P—AATHREDBRAICEDABOZET— bz —EXZFIAL
TW3IHEDH LINEWORKS X— )L THREMNARETT,

=R

P9 T3y RRA%EN (2

BRPORES— b IPPY IRy hNRADEAD LTS,

LICERENLIPOSERESNTE A—ILOBRHE 2
PIER([E) A R AL BT — b T A 72 2

ERERRTHBA—ILET(INIUSITE 7) ()

=D -IEER. LINE WORKSDIEZEA—)LD LI U I 5 2



HP—ER > A=l > EZERTE

EER XA VEREE (DKIM)  [Emsums

—

RS K X >ER5E DKIM(DomainKeys Identified Mail)Z5&E L. X—JLHZEERITREICHIAINT
WEWHZHEE LREICRETEEXY,

JAFRE Ei5
Loy lineworks ARY
A& lineworks_domainkey JE—

2hR (TXTLI—F) 2L PE R s 580 HLL\LI— RESETT,
TLoSRADERFER LT L,

- EBIERIA T BRI CM B (T T BDNS( BAf R—AY—) ()DL - REFZY ST — L TLREL,
- B TON A Y —ODNSHRENR—TT ERORA MEETXTLO— ReEERUTUEE0,

BOTELA-IEE (=4

REX-IICBEVWT. XA—ILEEE (EHA) ELTRRETSNTVLBX—IILTRLRE, EEICX—ILIX
FETRALEX-INT—N-HDRERBBZFBAIC. TBEDTHELX-IL) OEENREEICRTINET,

BE SAECEE &2 OB ks BB~ @ e @R

SEREBHECRDFELE, U
~ From /= T)IE A8 <yujiro@worksmobile.com> —77

[ cox—iid[worksmobile.com]E£BHLTRIEENTNERA, [EHA)DT BLRE, BEORETT LA
RIGDOIREMENBDFEIOTTEREZ. FUIRSD »

To #8)11i84F < naoyuki.hashikawa@ worksmobile.com>

BRENRTT.
BELLEIZOZ I MOBREUT ERDET.
CHERSELULET.

P 2 // 3000 XXX K XK KHK KKK XXHK



NEBPZSEX—ILOEIR « ) VI RTHIE [Zmeigse TF2UFA > A—LEE

—

REA-LVICEGRFMIP) VIBBRIEINTVIERS. X—ILEAHBICZASOBERZEERTLEV
L SHIRHETEET I

CHICE D, AR—EKREX—ILP, BREOHBIA—ILNZHHFLIIBEETH, RMET71I. U2IADT
TERAEBEFAVTAVRIZEBERTEXT,

SNEBA— ) LDBHSR/ ) =772 TOY 47 (2
FTARTDA)—DA—)LTEIR/ U =T 0Ov T
O &AL —RIDRIBYE(CHED

IP 7 RLRICKZDZEHA/IES [EEsisss FoER > A—N > EBERE

—

BEDIPT7RLADSESNEIA—IDAZEHAT X IIREEBTEILSRETEXT,
RKEA—ILP, BREOHBIX—NICEZEF2 VT VRIZEBRBRTEEY,

IPEM X
BAME  HNSHX XXX XXX XXX XXX
pP
H—IPERA TIBMUET . EEBOIPE—FEICANTDBEE
3>%(,)/T>%—(Enter)/J 5> (Blank) TRH LT
1AW
%
Frol

HAX=ILDEF 2V T 1 LARNIL/BXHARRTE [BEEME]  wrav74 > x—nEm

FEP IR TR R

HAX—ILOEFRBHIEF 2V T o LANILNEX—ILOBMERZRERETY . HRZABE 3 £ BHMIC
A—=ILHBIBRENB =D BERREICHEIN T,

TR ILODRE 2

a
43F EFAAE ARSETE Bk TR
Fays 138/ - Eix FIEE

B 158 - Eix FIEE



BEX—=ILT RFLRHE (B4 s

A—ILERRICE VT, 585 (CC. BCCEBT) ICANTINIX—IILTRFLRAZHEL THRXN—] & Tt

AAX=ILTELR) ZBRICKRTRLET. CNUICEDHANDA-ILREEH S8, BRRFRD X
JHERTEET,

To [ &3y

{HME—8 <ikkei.nakajyo@worksmobile.com> # X | 300x@000000000000¢.]p & X

7R AE

FHAAS )~ FHA=)LT BLR

REZXRE (Ao N—Ic&bBE]

A=XEZI Vv I%. RRICA-IDEETNZ ETORBZRETETI,

RIERE > EARE > X—ER/EE

BRIXEIR TEE 20V v I LEERICRMA CEH DB BV, RELBARNTHNISHEDR
DICRIFVWIIBZEBEEZF v I TEERFEREHLETETEY,

REXEDER

«

3042 > RBOEE

BEE] MY Z2oUY I LT, BEUCHBERELTHSES T DT,
O TAINERE VR CGROMNOGEAEER DB LD, BEIR LN TEET,

EEFMTLEa— [Ayn—lckb®E]

A= EEOFICTLE2—ZRRLET,
TLEa—ICL 3HERBEEZ —ERT I 5 L THRERE
EEMTLE1I—

FATOHA—)L
O BHEDA—IL
oM
1
FELA—IL

RIERE > BEFRE > X —MER/RIE

DRI ZERLET,



8 ATHEX

b & 2 L1 Il JAVZ. S,
HAEE (EBRZEO)
AAEA—=RITRNZFEABKOFERAZEOTY,

LINE WORKS D#fge. XU TV —T S VICEAT S HRL
BHOEICOVTIE. WETEDMRETDTITESLEEL,

03-4316-2996
(8 10:00-12:00 , 13:00-18:00)




	 国際認証の取得
	ISO/IEC27001, 27017, 27018
	SOC2/SOC３(SysTrust)

	 インフラシステムのセキュリティ
	データセンター
	ファシリティー/システムの耐久性
	物理セキュリティ

	サービスシステム
	情報セキュリティ


	 セキュリティ機能の紹介
	アカウント・アクセス
	パスワードポリシーの設定 [管理者機能]
	2段階認証ログイン [全メンバー対象]
	IPアドレス接続制限 [管理者機能]
	アカウント一時停止  [管理者機能]
	アプリの利用停止  [管理者機能]
	ファイル制限  [管理者機能]
	利用状況  [管理者機能]

	監査/モニタリング
	監査/ログ 機能  [管理者機能]
	Driveポリシー/モニタリング  [管理者機能]
	トークポリシー/モニタリング  [管理者機能]

	モバイルセキュリティ
	遠隔デバイス管理(MDM) [管理者機能]
	パスコードロック  [管理者機能]
	データの保持・閲覧期間  [管理者機能]
	ファイルのアップロード制限  [管理者機能]
	テキストのコピー制限  [管理者機能]

	メールセキュリティ
	ウィルスメール・スパムメール対策  [基本機能]
	受信ゲートウェイ設定  [管理者機能]
	送信ドメイン認証（DKIM）  [管理者機能]
	なりすましメール警告  [基本機能]
	外部受信メールの画像・リンク表示制限 ［管理者機能］
	宛先メールアドレス判定  [基本機能]
	保留送信  [メンバーにより設定]
	送信前プレビュー  [メンバーにより設定]



